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MEMORANDUM ON IDENTIFICATION OF ESSENTIAL CRITICAL 
INFRASTRUCTURE WORKERS DURING COVID-19 RESPONSE 
                                                 
FROM:            Christopher C. Krebs 
Director 
Cybersecurity and Infrastructure Security Agency (CISA) 
  
As the Nation comes together to slow the spread of COVID-19, on March 
16th the President issued updated Coronavirus Guidance for America that 
highlighted the importance of the critical infrastructure workforce.  
 
The Cybersecurity and Infrastructure Security Agency (CISA) executes the 
Secretary of Homeland Security’s authorities to secure critical 
infrastructure. Consistent with these authorities, CISA has developed, in 
collaboration with other federal agencies, State and local governments, and 
the private sector, an “Essential Critical Infrastructure Workforce” advisory 
list. This list is intended to help State, local, tribal and territorial officials as 
they work to protect their communities, while ensuring continuity of 
functions critical to public health and safety, as well as economic and 
national security. Decisions informed by this list should also take into 
consideration additional public health considerations based on the specific 
COVID-19-related concerns of particular jurisdictions. 
 
This list is advisory in nature. It is not, nor should it be considered, a 
federal directive or standard. Additionally, this advisory list is not 
intended to be the exclusive list of critical infrastructure sectors, workers, 
and functions that should continue during the COVID-19 response across 
all jurisdictions. Individual jurisdictions should add or subtract essential 
workforce categories based on their own requirements and discretion. 
   
The advisory list identifies workers who conduct a range of operations and 
services that are typically essential to continued critical infrastructure 
viability, including staffing operations centers, maintaining and repairing 
critical infrastructure, operating call centers, working construction, and 
performing operational functions, among others. It also includes workers 
who support crucial supply chains and enable functions for critical 
infrastructure. The industries they support represent, but are not limited 
to, medical and healthcare, telecommunications, information technology 
systems, defense, food and agriculture, transportation and logistics, 
energy, water and wastewater, law enforcement, and public works.  
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State, local, tribal, and territorial governments are responsible for 
implementing and executing response activities, including decisions about 
access and reentry, in their communities, while the Federal Government is 
in a supporting role. Officials should use their own judgment in issuing 
implementation directives and guidance. Similarly, while adhering to 
relevant public health guidance, critical infrastructure owners and 
operators are expected to use their own judgement on issues of the 
prioritization of business processes and workforce allocation to best ensure 
continuity of the essential goods and services they support. All decisions 
should appropriately balance public safety, the health and safety of the 
workforce, and the continued delivery of essential critical infrastructure 
services and functions. While this advisory list is meant to help public 
officials and employers identify essential work functions, it allows for the 
reality that some workers engaged in activity determined to be essential 
may be unable to perform those functions because of health-related 
concerns. 
 
CISA will continue to work with our partners in the critical infrastructure 
community to update this advisory list if necessary as the Nation’s response 
to COVID-19 evolves.  
 
Should you have questions about this list, please contact CISA at 
CISA.CAT@cisa.dhs.gov 
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OTHER COMMUNITY- OR GOVERNMENT-BASED OPERATIONS AND ESSENTIAL FUNCTIONS 

• Workers to ensure continuity of building functions, including but not limited to 
security and environmental controls (e.g., HVAC), the manufacturing and 
distribution of the products required for these functions, and the permits and 
inspections for construction supporting essential infrastructure. 

• Elections personnel to include both public and private sector elections support.  

• Workers supporting the operations of the judicial system. 

• Federal, State, and Local, Tribal, and Territorial employees who support Mission 
Essential Functions and communications networks. 

• Trade Officials (FTA negotiators; international data flow administrators). 

• Employees necessary to maintain news and media operations across various 
media. 

• Employees supporting Census 2020. 

• Weather forecasters. 

• Clergy for essential support. 

• Workers who maintain digital systems infrastructure supporting other critical 
government operations. 

• Workers who support necessary credentialing, vetting and licensing operations for 
critical infrastructure workers. 

• Customs and immigration workers who are critical to facilitating trade in support 
of the national emergency response supply chain. 

• Educators supporting public and private K-12 schools, colleges, and universities for 
purposes of facilitating distance learning or performing other essential functions. 

• Staff at government offices who perform title search, notary, and recording 
services in support of mortgage and real estate services and transactions. 

• Residential and commercial real estate services, including settlement services. 

• Workers supporting essential maintenance, manufacturing, design, operation, 
inspection, security, and construction for essential products, services, and supply 
chain and COVID 19 relief efforts. 
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